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Foreword

Advertising is an essential source of funding for the Internet. Indeed, it makes it possible to
offer web users free services and free access to information.

“Targeted” advertising is a practice that has experienced a real boom over the past two years.
It aims to transmit messages tailored to the tastes and centres of interest of Internet
users.

This form of online advertising is a source of puzzlement and even concern for web users, who
fear for the intrusions it may represent regarding their privacy.

It is also therefore the subject of debate involving public administration, on the one hand, and
Internet and advertising businesses on the other, both in France and abroad?.

In the United States, the Federal Trade Commission (FTC) dealt with targeted advertising in its
report dated 7 February 2009, which followed the Code of Conduct drafted jointly by the
advertising professionals belonging to the Network Advertising Initiative (NAI).

In France, the authority in charge of data protection, the Commission nationale de l'informatique
et des libertés (CNIL), examined the subject in a report dated 5 February 20092. It primarily
pointed out that “online targeted marketing” was becoming increasingly common and was an
important stake, for both advertising professionals and web users. It highlighted the issues
connected with this new form of advertising and the need to give it the best possible framework.

Having identified these issues in early 2008, the Internet Rights Forum has since been
addressing them through a working group established at the end of that year.

By focusing on a certain kind of targeted advertising (contextual, customised, behavioural) it
deals only with those forms of advertising that, in a more or less direct manner, raise the issue of
the protection of the Internet user’s personal data.

The need was felt for an in-depth dialogue between economic stakeholders (advertisers,
advertising networks, etc.) web users’ associations and public administration® to find the right
balance between the importance of this new advertising practice and respect for the privacy of web
users.

This formed the basis for a Recommendation issued by the Internet Rights Forum on 8
March 20104, of which this document is a synopsis.

! See annex 1 — Réflexions menées en France et a I'étranger sur la publicité ciblée.

2 “La publicité ciblée en ligne”, CNIL memorandum of 5 February 2009:
http://www.cnil.fr/fileadmin/documents/La CNIL/actualite/Publicite Ciblee rapport VD.pdf.

* See annex 2 — Members of the FDI working group and contributing experts.

* Recommendation “Publicité ciblée sur internet”, 8 March 2010:
http://www.foruminternet.org/institution/espace-presse/communiques-de-presse/IMG/pdf/Reco-pub ciblee-
20100308.pdf
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The three forms of targeted
advertising

Targeted advertising is a complex technical and legal subject and it is therefore necessary to
provide a precise definition of the terms involved in order to better understand both the practice
itself and related issues.

There are 3 forms of targeted advertising: contextual advertising, customised advertising and
behavioural advertising.

Advertising is contextual when the contents of a web page are analysed in order to
automatically expose Internet users to adverts (in the form of links, banners or films) connected to
the content of that page or section of the website. Contextual advertising is thus connected with
the content of the page visited and not with the person consulting it. It does not use information
concerning either the person or the hardware he/she is using. It is used by advertisers who wish to
target a certain topic.

This type of advertising is not dedicated any particular comments in the
Recommendation, since it is not related to the person visiting the page or to a browsing
history. However, an exception will be made for contextual advertising by e-mail, which does
raise privacy issues.

Customised advertising consists of adverts transmitted according to the information entered by
the Internet user when he/she subscribes to an online service (e.g. webmail). This personal data
often involves sex, age, place of connection or home address and the Internet user’s centres of
interest.

Behavioural advertising involves exposing Internet users to adverts according to their browsing
behaviour, which corresponds to their centres of interest on the Internet. This information concerns
the habits of the user(s) of a given computer, of which one may be the subscriber that signed the
Internet access contract. It can be paired with the IP address.

Cookies, essential technical tools for
targeted advertising

Different types of cookie.

Session cookies allow “the storage of information connected with the web user’s browsing session
(service connection settings, shopping basket contents, etc.)”.

Customisation cookies make it possible to “store information about the user and to reuse it
during future visits (display preferences, service connection information, etc)”. They are used,
primarily, for customised advertising.

Tracking cookies make it possible “to track a user’s browsing history (list of pages visited,
identified by URL and order in which they are visited)”.”

> Definitions of types of cookie taken from the white paper issued by IAB France and SNCD on 29 October 2009:
http://www.iabfrance.com/getfile.php?id=971.
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A single cookie can be a session, customisation and tracking cookie.

Tracking cookies for behavioural advertising.

Behavioural advertising is based on the storage and analysis of cookies (text files) placed on the
browsers of users’ computers.

Browsing information is effectively collected and written in a tracking cookie. Http or Web servers
send the “client computers” small text files called “cookies” which, when registered on the
browser(s) of the user’s computer, memorise a certain number of operations performed by the web
user on this/these browser(s). These operations do not necessarily have to be performed by the
same user, as a single computer can be used by several members of the same family or any
number of people in an Internet café, for example.

As the Interactive Advertising Bureau (IAB) France and the Syndicat nationale de la communication
direct (SNCD) point out in their white paper “Targeted advertising and respect for Internet users”
published in October 2009, tracking cookies make it possible “to access the browsing history of a
user (list of pages visited, identified by their URL, and the order in which they are visited)”.

There are two different types of tracking cookie: first party cookies are sent by the editor of
the website visited by the Internet user, which is also the advertising network, and third party
cookies are sent by an advertiser (or advertising agency) external to the website being visited by
the Internet user.

As it collects browsing information, the cookie creates a user profile that will be used to target
advertisements.
These profiles may concern the centres of interest of the web user who consulted such and such a

website. The Internet user’s gender may also be deduced from his/her browsing behaviour, in order
to adapt advertising consequently. Indeed, a web user who visits websites concerning sport, cars
and men’s magazines is more likely to be male than female. Advertising positioning will thus be
performed on the basis of this presumption.

The collection of information by tracking cookies for behavioural advertising and, in
practice, the installation of the cookie, take place through the computer’s browser without
systematically asking for the web user’s prior consent. At the outset or at any other time, the
Internet user can set his/her browser to bar cookie installation and request un-installation using
the opt-out pages voluntarily provided by advertising networks. A web user who no longer wishes
to receive behavioural advertising must therefore undertake a voluntary and conscious process, to
access the browser settings pages and the pages dedicated to advertising network’s opt-out in
order to subsequently un-install tracking cookies.



Data collected for behavioural
advertising, a debate on its legal
status

The issue examined here is that of the status of information gathered by advertising
professionals given the applicable legislation on personal data.

In France, the concept of personal data is defined in article 2 of Law no. 78-17 of 6
January 1978€ on IT, files and freedom: “personal data is any piece of information concerning a
physical person who is or can be identified, directly or indirectly, through reference to an
identification number or one or more elements concerning him or her. To determine whether a
person is identifiable, it is appropriate to consider all the means the Data Supervisor or other
subjects have or can have access to in order to allow identification.”

Customised advertising, which is based on information such as the web users’ names or e-mail
addresses, undeniably implies the processing of personal data, which falls within the scope of the
law of 6 January 1978. This point is undisputable.

However, the matter is completely different for the browsing information gathered for behavioural
advertising. This point is controversial, as the precision of the data can vary. As highlighted by the
Senate in its report of May 2009, “Privacy in the era of the digital memory”7?, “a distinction
must be made between this kind of online tracking and that examined previously, in that, in the
majority of cases, it remains anonymous: the web user’s behaviour online is of greater importance
than the information concerning his/her actual identity”.

For the CNIL, in the case of behavioural advertising, all the data collected by a tracking cookie
constitutes the profile of an identifiable person. The CNIL believes that the association of the
various pieces of information collected leads to the possibility of being able to send advertising to
an adequately “targeted person”, differentiating it from an advert sent to another profile.
Consequently, the CNIL considers cookies to be personal data.

Internet users’ associations believe that this broad interpretation of “personal data” allows a
better protection of web users when their information is collected for advertising purposes, and
that French law must therefore reflect this. They fear that behavioural advertising is too intrusive.

For the economic stakeholders, since the identity of the person is not and cannot be known, the
information collected does not constitute personal data and this behavioural advertising does not
pose any danger in terms of the protection of privacy and individual freedom. The aim of
behavioural advertising is not to identify the web user, merely to identify the centres of interest of
the person(s) using the computer being studied, in order to send specific, suitable and pertinent
advertising. It does not involve addressing a certain individual, merely a specific group of
individuals with shared concerns, interests and tastes. The identity of the person is of no interest or
value to them.

The economic stakeholders do not agree with the view of the CNIL, which considers personal data
to be any information used in the context of targeted advertising, and in particular the IP address
and any data collected by tracking cookies. They believe this position to be too broad and some
even claim that it is against the law.

In France, there is no case law on the legal status of tracking cookies. However, in the past, certain
court cases have dealt with IP addresses, without reaching any definitive conclusion.

® T and Freedom Law of 6 January 1978, amended on 6 August 2004:
http://www.legifrance.gouv.fr/affichTexte.do;jsessionid=40162849C7139016722DE94E1DAF57FD.tpdjo14v
2?cidTexte=JORFTEXT000000886460&idArticle=&dateTexte=20100318

7 “La vie privée a I’heure des memoires numériques”, May 2009, Senate: http://www.senat.fr/rap/r08-441/r08-
441-syn.pdf.
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At present, bill no.93 of 6 November 2009 aimed at guaranteeing privacy in the digital age
of 6 November 2009 by Détraigne and Escoffier® settles the issue with article 2, pursuant to
which the IP address is personal data.

As indicated above, with regards to tracking cookies, the practice currently adopted by advertising
professionals is opt-out.

In any case, the publication of European Directive 2009/136/EC of 25 November 2009
integrating the “privacy and electronic communications” directive, Directive 2002/58/EC
of 12 July 2002° is likely to affect the legal conditions of the installation of cookies and, in
particular, tracking cookies, on the computer’s browser.

Indeed, article 5.3 of the 2009 Directive requires that advertising professionals adopt
greater transparency in and greater control over their operations concerning web users.
Recital 66, which completes article 5.3, mentions the web user’s right to refuse, i.e. the
web user is entitled to object to the use of cookies.

The French legislative body, which will have to assimilate this directive, is considering the terms
used in the directive: does it refer to the obligation to give prior consent or is it simply a
formalisation of the opt-out policy currently practised by advertising professionals?

The bill!%, which is currently being debated in the French Parliament, will have to answer this
question and decide whether the installation of data-collecting cookies will only be possible subject
to the web user’s prior consent.

In any case, and apart from the legal issues raised, the members of the working group
agreed on the need to establish good practices that will be respected by the economic
stakeholders concerning targeted advertising and the role that the web user must play in
addition to these good practices.

Towards a Charter of Good Conduct:
good practices for greater
transparency and greater confidence

Web users seem to be poorly informed concerning targeted advertising and, either consequently or
otherwise, they seem to be afraid of these advertising techniques of which they know little, but
that the majority believe to be at work unbeknown to them.

The right balance must be found between the means employed to provide the content of targeted
advertising and the protection of web users.

The good practices issued by the Internet Rights Forum are based on the assumption that, on the
one hand, professionals respect their practices and commitments to web users and, on the other
hand, Internet users improve their understanding of the digital environment.

These practices could lead to the signing of a multi-stakeholder charter, signed, initially, by the
members of the working group.

® Bill aimed at guaranteeing privacy in the digital age by Détraigne and Escoffier of 6 November 2009:
http://www.senat.fr/dossierleg/ppl09-093.html.

° Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the electronic communications sector

19 Bill aimed at guaranteeing privacy in the digital age by Détraigne and Escoffier of 6 November 2009:
http://www.senat.fr/dossierleg/ppl09-093.html.
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Identification of behavioural advertising.

An icon that can be clicked on the advert.

The Internet Rights Forum recommends that the targeted advertisement and name of the
advertiser - be it internal or external - that allows the diffusion of the advert be clearly identifiable
by web users. To this end, it suggests using an icon that can be clicked on the advert.

First and foremost, it recommends a dedicated targeted advertising footnote link be present on the

website diffusing the advert, in the interest of better user information.
A page dedicated to targeted advertising.

The Internet Rights Forum recommends that advertisers set up a page dedicated to targeted
advertising containing all the information needed to understand these practices.
This page should be readily accessible by web users through the clickable icon and, if necessary, on

the website broadcasting the advertisement; it should be easy to understand and consult. It should
be managed by the internal or external advertiser.

The Internet Rights Forum recommends that the targeted advertising information page provide at
least the following information: identification of the targeted advertisement, nature and operation
of any cookies installed for the purposes of customised and behavioural advertising, the opt-out
procedure implemented by the advertiser, an indication of the information used and the fact that
“sensitive” data is not used.

The web user, master of the game

Reconfirmation of the opt-out system.

The Internet Rights Forum recommends that all parties intending to gather browsing information
for the purposes of behavioural advertising adopt a system that allows Internet users to object to
this purpose. It recommends that a persistent opt-out feature connected to the computer or
browser or an equivalent be prioritised. This would allow the aforesaid objection not to be
reactivated for each new browsing session.

A French Network Advertising Initiative: the mutualisation of opt-out systems.

The Internet Rights Forum recommends the adoption, by Internet professionals performing
behavioural advertising on French web users, of a service equivalent to the American NAI, which
mutualises opt-out systems.

Data matching: prior information and consent.

The Internet Rights Forum recommends that professionals likely to match personal data and
browsing-related behavioural information:

- previously inform the web user about this matching process and its purpose;

- simultaneously offer the web user the chance to consent to or prevent the use of the data
and matched information and inform him/her of any consequences of his/her decision concerning
access to the online service he/she has subscribed to.

A better protected web user.

An exclusion for sensitive data: a review of the law.

The Internet Rights Forum recalls that sensitive data pursuant to the law of 6 January 1978 is
primarily information concerning ethnic or racial origin, nationality, sexual preferences and
practices, state of health, religious, political and/or trade union beliefs.

It recommends that advertisers specify, in the interest of greater transparency for web users, the
fact that no sensitive data is used for targeted advertising purposes.



A focus on advertising by e-mail: the need for better information.

The Internet Rights Forum reconfirms the principle that the confidentiality of private
correspondence must be respected.
Without expressing an opinion on the lawfulness of contextual advertising through e-mail, the

Internet Rights Forum recommends that Internet users are clearly informed that e-mail is
automatically analysed for contextual advertising purposes, so that they can give their explicit
consent when subscribing to such a service.

A limited and reasonable duration for the use of the information collected for advertising
purposes.

The Internet Rights Forum recommends that the information collected for the purposes of
behavioural advertising be used for a limited and reasonable period.

In short, the Internet Rights Forum believes that the parties should observe a 60-day term, with
the exception of cases connected with the product purchase cycle!! or an activity performed by the
web user that would not allow the updating of the centres of interest list.

Besides, it believes that the stakeholders could favour the clarification of their practices by
publishing the durations observed for the different kinds of data used for behavioural advertising

purposes.

Given the strategic importance and the many national and international debates concerning the
determination of the duration of the use and storage of all kinds of data concerning web users, the
aforesaid recommendation by the Internet Rights Forum must be understood as involving
information used for behavioural advertising only and excludes all other purposes.

Total, irreversible anonymisation of the data collected for advertising purposes.

The Internet Rights Forum recommends that the information gathered for behavioural advertising
purposes, i.e. data concerning browsing behaviour, be totally and irreversibly anonymised, in order
to effectively protect the web user’s privacy.

The anonymisation process should not prevent the advertisers from performing the necessary
statistical analysis to allow them to control compliance with the contractual undertakings of the
beneficiaries of the targeted advertising in question.

The Forum invites web users to make sure that the information collected for the purposes of

targeted advertising (requests made through search engines) is anonymised.
The need to protect youngsters.

Exclusion of the creation of a specific category of children under 13 years old.

The Internet Rights Forum recommends that advertising professionals do not create specific
categories as regards the behaviour and centres of interest of children under 13 years of age. This
category of subject may not have the critical spirit, maturity or hindsight needed to judge the
customised promotional character of a piece of information.

Parent awareness: the creation of distinct sessions and parental control software.

The Internet Rights Forum recommends that parents be vigilant as regards the use of family
computers by themselves and/or their children. It invites them to consider the possibility that
minors may be exposed to targeted advertising unsuitable for them depending on the use made of
the parents’ computer.

The Forum in any case recommends that distinct sessions (parent sessions/child sessions) be
created on the computer system and that parental control software be used. Parents should also
systematically log out of their session before allowing their children to browse the Internet with
their own session.

11 .
These products, such as motor vehicles, have longer purchase cycles.
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If separate computer usage sessions are not created, in the specific case of behavioural advertising
issued by websites with contents that are inappropriate for minors, the Forum recommends that
parents regularly un-install behavioural advertising cookies or activate opt-out systems and, where
appropriate, persistent opt-out systems.

In the specific case of customised advertising, the Forum recommends that parents log out of the
services they use.

When a parental control program is installed on the computer, even if it does not prevent the
display of all inappropriate targeted advertising, the child will not be able to access its content by

clicking it. He/she will thus be protected.

A relay of information and the implementation of teaching aids for greater
awareness of all Internet users.

The Internet Rights Forum recommends that web users take a responsible approach to finding out
about privacy policies of the services they use.

The Internet Rights Forum recommends that users’ associations, family and consumer
representatives and the Institut national de la consommation (INC) urge Internet users to share
information and commit themselves to participating in this awareness initiative.

The Internet Rights Forum recommends that advertising sector stakeholders, users’ associations
and public administration consider creating teaching aids to educate both parents and children and
make them aware of targeted advertising.

CONCLUSION

The French Government is currently considering the issue of targeted advertising and has
established a working group of which the Internet Rights Forum is part.
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Members of the working group and
contributing experts

Members of the working group

Economic stakeholders 6 r epresentati ves:

- Association des Agences-Conseils en Communication (AACC) - Laurence Dupont - Legal
supervisor.

- Association des fournisseurs d’acces et de services internet (AFA) - Carole Gay - Legal
and regulatory affairs supervisor.

- Cabinet Latournerie, Wolfrom & Associés - Marie-Héléne Tonnellier - Lawyer, partner and
Charlotte Barraco-David - Lawyer.

- Fédération du e-commerce et de la vente a distance (FEVAD) - Dominique du Chatelier —
General Secretary.

- Google France - Olivier Esper - Institutional Relations Supervisor.

- Microsoft France - Jean Gonté - Institutional Affairs Supervisor.

- Union des annonceurs (UDA) - Christine Reichenbach - Public and legal affairs director
and Laura Boulet - Legal supervisor.

- Yahoo ! France - Valérie Chavanne and Thierry Rouzies - Legal supervisors.
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Usersd representatives:

- Confédération nationale des associations familiales catholiques (CNAFC) - Pierre
de Berniéres - Médias Enfance mission supervisor.

- Union nationale des associations familiales (UNAF) - Olivier Gérard - Média-TIC-
Université des Familles Coordinator and Elizabeth Baton-Hervé — Mission leader.

Experts:

- Frédéric Gras - Lawyer.

- Marc-Antoine Ledieu - Lawyer and joint director - Cabinet Vaughan.

Public administration observers:

- Institut national de la consommation (INC) - Patricia Foucher - Legal expert in
charge of the “e-commerce” and “personal data protection” dossiers.

- Services du Premier ministre - Direction du Développement des Médias (DDM) -
Corinne Crevot - Head of the press and media judicial system

- Ministére de I'Economie, des Finances et de I'Emploi - Annick Chastanet-Marie -
Bureau Protection des consommateurs, Direction générale de la concurrence, de
la consommation et de la répression des fraudes (DGCCRF)

This project was coordinated by Laure Baété, assisted by Laurent Baup and
Stéphane Grégoire, legal experts assigned to the Internet Rights Forum.
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List of contributing experts

- Winston Maxwell - Partner and lawyer, Hogan & Harston.

- Jacques Henno - Journalist.

- Gwendal Le Grand (head of the IT service), Alain Pennetrat (expert engineer),
Leslie Basse (legal expert) - CNIL.

- Lionel Thoumyre (Institutional relations supervisor) — Myspace France.

- Valérie Chavanne, legal supervisor - Yahoo! France.

- Jean Gonié (Institutional relations supervisor), Anne-Claude Poinso - Microsoft
France.

- Olivier Esper (Institutional relations supervisor), Peter Fleisher (Personal data
protection supervisor) — Google France.

- Yan Claeyssen, Chairman- ETO Digital.

- Marie Delamarche, Managing Director - Syndicat des Régies Internet — SRI.
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